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Overview 
 

If you have a customer base stored within your D2 StoreFront database you may wish to allow these 

customers to login and have access to other websites you own. This document explains how to use 

the built in D2 StoreFront authentication functions rather than writing fresh login routines for your 

other sites. 

Example Scenario 
 

We have an online store up and running using D2 StoreFront. Users within the store database are 

assigned access level 5 for registered users and access level 123 for users who have made 

purchases.  

We want to create (or already have) a new totally separate website which contains additional 

downloadable content but we want some of this content to be only available to customers of our D2 

StoreFront installation who have made purchases and some content to be available to all registered 

users of our store.  

We could either spend time writing code to connect to our D2 StoreFront database and authenticate 

users but an easier way is explained below. 

D2 StoreFront can be used as a standalone fully featured website login/membership system as well 

as an eCommerce application.  

Getting Started 
 

For the purpose of this example we are going to create a new website called óWidgetsô using Visual 

Web Developer Express.  

We are selecting Visual Basic as the template for the site as shown below but the site can be in any 

.NET language (C#, J#) you choose and will still be able to talk to the D2 StoreFront DLL as shown in 

later sections. 

Note, the site you create or existing site you add authentication to must be a .NET 2.0/3.5 website.  
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Now the site is created we need to start by adding the D2 StoreFront dll to the site to allow the site to 

reference the D2 StoreFront codebase. 

To do this we choose óWebsite Ą Add Referenceô and browse to a location where we have a copy of 

the D2StoreFront.dll file, this will create a óbinô directory within your website (if it doesnôt already exist) 

and copy the necessary D2StoreFront.dll and FreeTextBox.dll files to it . 

 

The code within the D2 StoreFront dll can now be used by our new site. 
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There is one more important step to perform before we start calling the code within the dll file. We 

need to set up the connection to the D2 StoreFront database. To do this we simply copy the 

connection string section from our D2 StoreFront web.config file into the web.config 

<connectionStrings > section within our óWidgetsô site web.config file. 

NOTE, you will also need to copy all the various D2 StoreFront <appSettings> keys from your D2 

StoreFront instance. If you do not, you will get an óObject reference not set to an instance of an 

objectô error when trying to use the D2 StoreFront.dll classes as they rely on some of these settings 

being present within the websiteôs web.config file. 

 

Our óWidgetsô site now knows where the D2 StoreFront database is and has access to the D2 

StoreFront codebase via the dll. 

Logging in users 
 

For our first example we are going to add a login form to our óWidgetsô site and use it to validate users 

against our D2 StoreFront customer database. This is very simple and the code below shows the 

minimum required to authenticate a user. 

First we create a login form on a new page called ólogin.aspxô using 2 asp:Textbox controls and an 

asp:Button control as shown: 
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We set the second textbox with an attribute TextMode ="Password" to mask the user input. We 

now need to create an action when the user clicks the button so double click the button within the 

designer screen to create the Click event for the button within the page code behind (or inline code if 

not using a separate .aspx.vb page).  

We then call the D2 StoreFront login function as shown below (you should notice Visual Studio 

intellisense should now pick up all the D2 StoreFront functions available to you ï we want 

óSitelockLoginô): 
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The full code for the login event is: (this is just a simple example, youôll want to add validation to the 

textboxes and handle errors etc). 

Protected  Sub Button1_Click( ByVal  sender As Object , ByVal  e As System.EventArgs) Handles  

Button1.Click  

        If  TextBox1.Text.Length > 0 And TextBox2.Text.Length > 0 Then 

            ' create the requ ired D2 StoreFront DLL object  

            Dim StoreFrontLogin As SitelockLogin = New SitelockLogin  

            ' call the login function, it accepts 3 params, username, password and 

StoreIsSender boolean attribute (use false for this)  

            Try  

                StoreFrontLogin.LoginUser(TextBox1.Text, TextBox2.Text, False )  

            Catch  ex As Exception  

                Response.Write(ex.Message)  

            End Try  

        End If  

    End Sub 

We open our new login.aspx page within a web browser and try an incorrect username/password 

combination. We end up at the following page:  

http://localhost/Widgets/examples/badlogin.htm  

 

 

What is this examples/badlogin.htm page??? 
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To find out, we open the D2 StoreFront admin interface for the store whoôs database we are using to 

login against. Within the admin interface we open Sitelock Variables Ą Application Variables and look 

at the óUser redirection settings:’ section: 

 

We see that the path for óLocation to send users who supply wrong username/passwords to.ô Is 

óexamples/badlogin.htmô ï This is the page we have just been redirected to! 

This doesnôt fit what we want for our site so we alter these settings (this will not affect the functionality 

of your StoreFront, these variables are designed for external useage only) and change them to be:  

Location to send successfully logged in users to. Loggedin.aspx  

Location to send users who supply wrong 

username/passwords to. 
NoLogin.aspx  

Page to display if a user attempts to register a 

username that is already in use. 
DuplicateUser.aspx  

Page to display upon successful registration. RegistrationOK.aspx 

Page to redirect users to if they are not detected as 

logged in (your login page). 
Login.aspx  

Page to redirect users to if they try to log on after their 

account has expired (nb this will only work in you have 

user expiry switched on). 

AccountExpired.aspx 

Page to redirect users to if their account is marked as 

locked. 
AccountLocked.aspx  

 

We then create new pages within our óWidgetsô website with names matching these. When we try our 

login again with a bad username/password, we are now redirected to our new 

http://localhost/Widgets/NoLogin.aspx page. 

http://localhost/Widgets/NoLogin.aspx
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Checking for logged in users 
 

Now we have created a login form and checked it is authenticating correctly against our chosen D2 

StoreFront database. Now how do we handle successful logons and grab user data once a user has 

logged in? 

In the previous section, we told D2 StoreFront to redirect logged in users to óLoggedin.aspxô and 

created a new Loggedin.aspx page within our óWidgetsô website. 

Now we need to try a correct login to ensure that users are being identified as logged in correctly and 

directed to the relevant page.  

We log in and are redirected to the http://localhost/Widgets/Loggedin.aspx page as expected. We are 

now going to add some code to this page to show what details about this user are now available to 

the óWidgetsô website. 

We add 9 asp:label controls to our loggedin.aspx page to display details about the logged in user and 

in the code behind we populate these labels as shown: 

Protected  Sub Page_Load( ByVal  sender As Object , ByVal  e As System.EventArgs) Handles  Me.Load  

        FillUserDetailLabels()  

    End Sub 

 

    Protected  Sub FillUserDetailLabels()  

        ' Check whether we have a D2 StoreFront user Session variable:  

        If  Not  Session( "SLID" ) Is  Nothing  Then 

            ' create new SLUser object passing logged in users ID as parameter:  

            Dim UserDetail As SLUser = New SLUser(Session( "SLID" ))  

            Label1.Text = "Username: "  & UserDetail.D2Username.ToString  

            Label2.Text = "Email Address: "  & UserDetail.D2EmailAddress.ToString  

            Label3.Text = "Access Level: "  & User Detail.D2AccessLevel.ToString  

            Label4.Text = "First Name: "  & UserDetail.D2FirstName.ToString  

            Label5.Text = "Last Name: "  & UserDetail.D2Surname.ToString  

            Label6.Text = "Date Added: "  & UserDetail.D2DateAdded.ToString  

            Label7.Text = "Country: "  & UserDetail.D2Country.ToString  

            Label8.Text = "Region: "  & UserDetail.D2Region.ToString  

            Label9.Text = "Last IP: "  & UserDetail.D2LastIPAddress.ToString  

        End If  

    End Sub 

This is just a selection of the data available to us about this user. You will be able to see the full range 

of available by using Visual Studio intellisense when you type UserDetail. .... 

As you see form the code above, a logged in user will possess several session variables, one of 

which is Session(ñSLIDò) and is their database ID value. 

If we login using the code above now we see... 

http://localhost/Widgets/Loggedin.aspx
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We can use these attributes when deciding whether to grant or deny access to a certain page by 

using something as simple as:  

If  Session( "SLI D") Is  Nothing  Then 

            Response.Redirect( "login.aspx" )  

        End If  

Or we can call the user details as shown above and base our decision around the returned values.  

Granting/Denying access to pages depending on access level – 

Simple Solution 
 

 

In the spec for this example we wanted to limit certain pages to users of a certain access level so we 

create a new page called ómembers.aspxô and we want to limit this page to users who have access 

level 123 only. 
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A simple way would be to add a piece of code similar to the following to the Page_Load event of the 

protected page:  

If  Not  Session( "SLID" ) Is  Nothing  Then 

            ' create new SLUser object passing logged in users ID as parameter:  

            Dim UserDetail As SLUser = New SLUser(Session( "SLID " ))  

            Select  Case CInt (UserDetail.D2AccessLevel)  

                Case Is  <> 123  

                    Response.Redirect( "login.aspx" )  

            End Select  

        Else  

            Response.Redirect( "login.aspx" , True )  

        End If  

This code can be altered to check for whatever criteria you are interested in checking eg  

......  

Select  Case CInt (UserDetail.D2AccessLevel)  

                Case 123, 22, 18  

                    ' user is ok  

Response.Write( "Hello"  & UserDetail.D2Username)  

                Case Else  

                    Response.Redirect( "login.aspx" ) ......  

Or, alternately, if a user is logged in using the D2 StoreFront code then they will also have a Session 

var named Session(ñSLSccessLevelò) so we could also use something as simple as: 

If  Not  Session( "SLAccessLevel" ) Is  Nothing  Then 

            Select  Case CInt (Session( "SLAccessLevel" ))  

                Case 123, 22, 18  

                    ' user is ok  

                    Response.Write( "Hello"  & Session( "SLUsername" ))  

                Case Else  

                    Response.Redirect( "login.aspx" )  

            End Select  

        Else  

            Response.Redirect( "login.aspx" , True )  

        End If  

This is a simple solution to use if you only have a few pages to protect ï but what if you have a large 

number of pages you want protected? Its not ideal to have to replicate this chunk of code across 

multiple pages so we need a more elegant solution.  

Granting/Denying access to pages depending on access level – 

Advanced (and better) Solution 
 

For best coding practice you should always encapsulate code that may be reused within a class that 

can be called when required so we are going to create a new class to handle our page protection.  

Within our óWidgetsô application we right click the project and choose, óAdd new Itemô and select 

óClassô from the available items. We are going to name our class file óUserLoginCheck.vbô. This 

should create a new .vb file within the applicationôs App_Code folder. 
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We create the class as follows: 

First we want a function to return a True/False as to whether a user is allowed to access a page so 

we create the following code:  

Public  Class  UserLoginCheck  

 

    ' manually assign a login page location here as this is just a test,  

    ' we'd want to set this var as the login location within the D2 StoreFront DB here 

really:  

    Public  Shared  LoginURL As String  = "Login.aspx"  

 

    Public  Shared  Sub ProtectPage( Optional  ByVal  AccessLevels As String  = "" )  

        Dim AllowAccess As Boolean  = False  

        Dim ValidSession As Boolean  = False  

        Dim LevelMatch As Boolean  = False  

        ' First check whether this user is logged in at all  

        ' We'll look to  see if Session Vars 'SLID' 'SLGUID' exist  

        If  Not  HttpContext.Current.Session( "SLID" ) Is  Nothing  And Not  

HttpContext.Current.Session( "SLGUID" ) Is  Nothing  Then 

            ' required session vars exist, continue....  

 

            ' First we want to run another check against this session data  

            ' vs the info we've got stored against this user in the DB  

            ' does the Session("SLGUID") value match the GUID value stored in the DB for this 

user?  

            Dim UserDe tails As SLUser = New SLUser(HttpContext.Current.Session( "SLID" ))  

            Dim UserAccessLevel As Integer  

            If  (UserDetails.D2UserGUID.ToString = 

HttpContext.Current.Session( "SLGUID" ).ToString) Then 

                ValidSession = True  

                UserAccessLevel = UserDetails.D2AccessLevel  

            End If  

 

            If  AccessLevels = ""  And ValidSession = True  Then 

                ' Access Levels have not been provided, this means users of any access level 

should be allowed, return tru e 

                AllowAccess = True  

            Else  

                If  ValidSession = True  Then 

                    ' We've received access levels, check them against the current logged in 

user  

                    Dim PermittedLevels As String () = Split(AccessLevels, "," )  

                    Dim i As Integer  

                    For  i = 0 To PermittedLevels.Length  -  1 

                        If  PermittedLevels(i) = UserAccessLevel Then 

                            LevelMatch = True  

                        End If  

                        i += 1  

                    Next  

                    If  LevelMatch = True  Then 

                        AllowAccess = True  

                    End If  

                End If  

            End If  

        End If  

        If  All owAccess = False  Then 

            HttpContext.Current.Response.Redirect(LoginURL, True )  

        End If  

    End Sub 

 

End Class  

 



 

                Setup & Support Documentation 

_________________________________________________________________  

 12 

We then create a new page called Members.aspx and in its Page_Load event, if we wanted to restrict 

it to any logged in users weôd use:  

Protected  Sub Page_Load( ByVal  sender As Object , ByVal  e As System.EventArgs) Handles  Me.Load  

        UserLoginCheck.ProtectPage()  

    End Sub 

 

And if we wanted to restrict it to users of access level 123 weôd use:  

Protected  Sub Page_Load( ByVal  sender As Object , ByVal  e As System.EventArgs) Handles  Me.Load  

        UserLoginCheck.ProtectPage( ñ123ò)  

    End Sub 

 

 

And if we wanted to allow users of access level 22 and 123 weôd use:  

Protected  Sub Page_Load( ByVal  sender As Object , ByVal  e As System.EventArgs) Handles  Me.Load  

        UserLoginCheck.ProtectPage( ñ123,22 ò)  

    End Sub 

 

As you can see, once weôve gone to the trouble of creating this class, protecting our pages is just a 

case of adding a single line of code plus it has the benefit that if we wish to make any changes to the 

login system in the future we are just making the change in one location. 

Additional functionality within the D2 StoreFront DLL 
 

This has been a basic overview of how to use the D2 StoreFront application as a standalone user 

management and login system. As well as the login functionality you can also use the registration 

functions within D2 StoreFront to add users to your store database from separate sites if you wish.  

There are hundreds of functions available within the D2 StoreFront DLL to allow you to interact with 

or read from your D2 StoreFront database. These are not covered in this document but to get an idea 

of the functionality available to your site, simply create a project as described above and use Visual 

Studio intellisense to explore the functions.  

The D2 StoreFront classes are prefixed óSitelockéô or óSLéô so you can browse them as shown 

below:  
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As a quick example, on our óWidgetsô site we have a Gridview control, GridView1 weôd like to 

populate with a list of products from our store. Using the D2 StoreFront DLL, this can be 

accomplished in just 3 lines of code!: 

Protected  Sub Page_Load( ByVal  sender As Object , ByVal  e As System.EventArgs) Handles  Me.Load  

        Dim StoreData As SitelockDataTransaction = New SitelockDataTransaction  

        GridView1.DataSource = StoreData.SitelockGetDataset( "Sitelock_GetAllProductTitles" )  

        GridView1.DataBind()  

    End Sub 

 


